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What do you do to stay safe 
online?



Social Media
What is 

it?

How old 
should you 

be to use it? 
Why?

Why is it 
good?

Why is it 
bad?

How can 
you stay 

safe?



Social Media 

http://www.youtube.com/watch?v=GAXBz5kC3CQ


The basics...
● Ask Permission from an adult
● Don’t share private information
● Check your privacy settings (who can see your profile, pictures and information)
● Don’t private message with strangers
● Turn location settings off
● Don’t meet with someone from the internet, unless an adult is with you
● If someone or something makes you feel uncomfortable, report and block and 

tell an adult
● Think carefully before you share anything, information, comments, photos, 

videos, etc
● Be nice!
● Remember once something is online it will always be online.



What if something goes wrong?

● Talk to an adult you trust
● Step away from the device
● Report them
● Block them
● Be careful who you add as a 

friend and what you say



Reporting Blocking

http://www.youtube.com/watch?v=QTVOkMk9n6w
http://www.youtube.com/watch?v=AR8X7GpsZ90


Cyberbullying - what is it?

http://www.youtube.com/watch?v=6ctd75a7_Yw


Cyberbullying - what is it?
● Harassment - sending offensive, rude, and insulting messages and being abusive. Nasty or humiliating comments on posts, 

photos and videos on social media sites, chat rooms and gaming sites.
● Virtual mobbing or dog-piling: Encouraging other people to harass someone on social media.
● Trolling: Posting messages which are intended to provoke an angry response.
● Spamming: Sending a large number of unwanted messages
● Denigration – This is when someone may send information about another person that is fake, damaging and untrue. Sharing 

photos of someone for the purpose to ridicule, spreading false rumours and gossip. The photos can also be altered for the 
purpose of bullying.

● Flaming – This is when someone is purposely using extreme and offensive language and getting into online arguments and 
fights. They do this to cause reactions and enjoy the fact it causes someone to get distressed.

● Impersonation – This is when someone will hack into someone’s email or social networking account and use the person's 
online identity to send or post vicious or embarrassing material to/about others. They may also create fake accounts to cause 
hurt and humiliation.

● Outing and Trickery – This is when someone may share personal information about another or trick someone into revealing 
secrets and forward it to others. They may also do this with private images and videos too. 

● Cyber Stalking – This is the act of repeatedly sending messages that include threats of harm, harassment, intimidating 
messages, or engaging in other online activities that make a person afraid for his or her safety. 

● Exclusion – This is when others intentionally leave someone out of a group such as group messages, online apps, gaming 
sites and other online engagement.

● Doxxing: Publishing someone’s personal information.



What if it’s happening to you?

● Tell someone what’s happening
● Write it down/ take screenshots
● Block and report
● Focus on you
● Get expert advice

https://www.bbc.com/ownit/its-personal/being-bullied-five-things-you-need-to-do-right-now?collection=bullying-and-trolling
https://www.bbc.com/ownit/its-personal/being-bullied-five-things-you-need-to-do-right-now?collection=bullying-and-trolling
https://www.bbc.com/ownit/its-personal/being-bullied-five-things-you-need-to-do-right-now?collection=bullying-and-trolling


How can you help protect yourselves?
● Do not post private information such as your home address or your password 

anywhere online
● Only give your mobile phone number to your close friends and relatives
● Be careful about posting images of yourself or friends
● Learn how to block messages or filter spam messages so that you do not 

receive them in the future
● Adjust your privacy settings on social media accounts so that only friends 

and relatives can see your information.
● Be careful who you add as a friend



Being an upstander

● Tell an adult what’s going on
● Let the person know you’re there for 

them
● Record it
● First listen, then offer some practical 

advice
● Get expert help

https://www.bbc.com/ownit/its-personal/bystander-to-bullying-five-things-now?collection=bullying-and-trolling
https://www.bbc.com/ownit/its-personal/bystander-to-bullying-five-things-now?collection=bullying-and-trolling
https://www.bbc.com/ownit/its-personal/bystander-to-bullying-five-things-now?collection=bullying-and-trolling


What can you do if you have been mean or bullied someone?

● Tell someone
● Think about how you’re feeling
● Say Sorry
● Learn from your mistakes
● Get expert help

https://www.bbc.com/ownit/take-control/did-you-ever-post-mean-comments-online?collection=returning-to-learning
https://www.bbc.com/ownit/take-control/did-you-ever-post-mean-comments-online?collection=returning-to-learning
https://www.bbc.com/ownit/take-control/did-you-ever-post-mean-comments-online?collection=returning-to-learning


The consequences - the law
Bullying and cyberbullying are not specifically criminal offences. However, there are criminal 
and civil laws that can be used to prosecute the perpetrators of cyberbullying including:

● Protection from Harassment Act 1997;
● The Malicious Communications Act 1988;
● The Communications Act 2003;
● The Public Order Act 1986;
● The Education and Inspections Act 2006 (EIA 2006) – this act provides for staff and 

teachers to confiscate items from pupils, such as mobile phones.

There are real consequences, with fines of up to £5000 and prison sentences up to 6 
months and even possibly 5 years.



Even though it is not recognised as a crime, there are other laws in place that do make it 
unlawful such as the Protection from Harassment Act that was passed in 1997. This law 
makes it a criminal offence for anyone to knowingly to victimise through sending multiple 
abusive emails with the full intention of causing distress and alarm. If found guilty of this 
offence, the bully could receive up to six months in prison and receive a fine. The act also 
gives the judicial system the power to grant restraining orders against those found guilty of 
an offence that threatens the victim. It goes one step further and if the perpetrator is found 
guilty of causing fear of violence on at least two occasions they could go to prison for up to 
five years.

Protect from Harassment Act



Malicious Communications Act
The Malicious Communications Act goes back more than 30 years. This act makes it an 
offence to send someone a communication that is “indecent or grossly offense. If it is 
proved that this has caused distress or anxiety to a victim the offender can receive a fine 
of up to £5,000, six months in prison or both.

Communications Act
Passed in 2003 this act makes it an offence to send grossly offensive electronic 
communication that is deemed “indecent, obscene or menacing”. If the cyberbully is 
found to have caused anxiety and distress to their victim with an onslaught of messages 
via email or social media, they can receive a custodial sentence of up to six months and a 
fine or both.



If the police have enough evidence to charge the perpetrator under any of the above 
legislation, and they are convicted, this can act as a powerful deterrent to others. The 
victim may also be awarded damages because of the harm they have suffered.

Your school has a legal duty to prevent all forms of bullying and will punish you by putting 
you in detention, isolation or even excluding you. 

Public Order Act
Passed in 1986 it became an offence to use “threatening, abusive or insulting word, 
behaviour, writing or any visual representations likely to cause harassment, alarm or 
distress within the hearing or sight of a person”. This act is helpful when cyberbullying 
comes in the form of camera or video functions found on most Smartphones. The 
defendant can face a jail sentence of up to six months and a fine or both.



What is your digital footprint?

https://www.bbc.com/ownit/its-personal/where-are-your-photos-going?collection=knowing-your-device
https://www.bbc.com/ownit/its-personal/where-are-your-photos-going?collection=knowing-your-device
https://www.bbc.com/ownit/its-personal/where-are-your-photos-going?collection=knowing-your-device
http://www.youtube.com/watch?v=ottnH427Fr8


The consequences of posting bad posts/ pictures /comments online

https://www.bbc.com/ownit/its-personal/what-is-your-digital-footprint?collection=your-digital-footprint
https://www.bbc.com/ownit/its-personal/what-is-your-digital-footprint?collection=your-digital-footprint
https://www.bbc.com/ownit/its-personal/what-is-your-digital-footprint?collection=your-digital-footprint


How can we protect it?

● Make sure your privacy settings have been set up properly.
● Think carefully before you post or share anything.
● Think carefully about how you would feel if what you were about to post was 

shared around the world.
● Is this something you could share privately in real life or with just a select few 

people rather than to everyone?
● Delete and remove any posts that you have previously sent that might be 

thought of as inappropriate or embarrassing. - Although things posted online will 
be there forever, removing them reduces the chances of them being seen by 
others.

● Share the positive things you have done and achieved, these will help you been 
seen in a positive light when you’re older.



Sticky Tech

What does it mean by - 
technology is designed 

to be ‘sticky’?

https://www.bbc.co.uk/programmes/p06r981v
https://www.bbc.co.uk/programmes/p06r981v


Phone/ Tablet

Colours - This is a very simple idea, but your app icons are 
colourful to draw your attention and encourage you to use 
them!

Notification Sounds - Another simple idea, when you get a 
notification you get a little sound asking for your attention.



What does the colour red mean?

http://www.youtube.com/watch?v=NUMa0QkPzns


Why do they want our data?

https://www.bbc.com/ownit/its-personal/what-is-your-data?collection=your-digital-footprint
https://www.bbc.com/ownit/its-personal/what-is-your-data?collection=your-digital-footprint


Instagram
Push Notifications - these are those notifications you get on your home 
screen letting you know someone has posted, sharing a live or left a comment 
etc. They are a really obvious way to get your attention, but they are highly 
effective!

Stories - These are normally at the top of your home screen, so one of the first 
things you see. Once you watch one person’s stories you will automatically 
move onto the next person’s until you manually stop it. This is a very simple 
way to keep you in the app.

Adapting - Instagram is very quick to adapt to new trends. For example the idea of stories was 
originally created by Snapchat, but instagram quickly added the ability to share stories to their own 
app. IGTV - similar to YouTube because you can watch longer videos. Reels is another new feature 
very similar to TikTok, you can create short videos with music, filters and recording tricks! 

Instagram is trying to combine all your favourite social media apps into one!



Facebook
Scrolling - When you open Facebook you are taken straight 
to your newsfeed, full of posts from groups and people you 
follow. It’s a neverending feed of news and posts, you could 
find yourself scrolling and scrolling and scrolling...

Signing up - You can use your Facebook account to sign up 
to other apps and social media platforms. Facebook also 
owns Instagram and Whatsapp!

Recommended for you - If you watch a video on Facebook you will likely fall into 
the automatic loop of ‘Recommended for you’! This works in a similar way to 
Stories on Instagram, it will automatically play the next video in the list and you 
can find yourself watching videos for ages!



Short Videos - TikTok is the master of short videos, 
because most are between 15 and 30 seconds long, you 
actually watch a lot of them without realising just how long 
you’ve been using the app! You’re never bored because 
there is always something new to watch!

Fun & Creative - TikTok is also very easy to use, there are 
lots of filters and tricks to try as well as a huge range of 
music and sound effects. Anyone can create!

TikTok

#Challenges and trends - Social media challenges have been around for many 
years, TikTok has really taken advantage of these. They are often simple tricks 
and activities to try yourself, TikTok dances have really taken the world by storm!



Snap Streak - Snapchat very cleverly found an easy way 
to ensure you come back everyday and send a message 
to your friends creating a Snap Streak that you wouldn’t 
want to give up! 

Fun & Creative - Just like TikTok, Snapchat was the first 
big social media app to introduce fun filters.

Snapchat



Playlists - Spotify cleverly takes what you listen to, mixes it 
up and gives you a daily mix playlist. This encourages you 
to listen as you know you’ll enjoy the music and they’ll also 
add some new music too.

My 2021 Wrapped - At the end of each year Spotify gives 
you a rundown of what you’ve listened to, your most played 
artist or band, favourite song, music genre etc. It’s a 
summary of your year, making you more likely to use the 
same app to listen to your music or podcasts.

Spotify



Playlists - Another app with auto-play. You can spend 
hours on YouTube watching video after video, 
sometimes not even realising when one video has 
finished and the next has started!

Unlimited videos - Over 500 minutes of new videos 
are uploaded every minute! You will never run out of 
things to watch!

YouTube



Why is this a problem?
● They are a huge distraction! You sit down to do your homework, but you want to 

check your phone first.... Your phone distracts you from what you should be doing! 
This can become a real problem, especially as you get older and you have more 
responsibilities, or even a job. You will be expected to motivate yourself to work, if 
you allow yourself to get distracted by your phone, your work won’t get done and 
then you’ll end up in trouble!

● There is also an idea that mobile phones can cause problems with your 
concentration levels, making it hard for you to focus on something for a long period 
of time.

● They can disrupt your sleep 

● Peer pressure/FOMO feeling like you need to continuously check your 
phone/apps so you don’t miss anything

● It can effect your mental health - make you feel depressed, anxious, overwhelmed
● It can limit your world view 

https://www.bbc.com/ownit/take-control/why-are-screens-so-bad-before-bed
https://www.bbc.com/ownit/take-control/why-are-screens-so-bad-before-bed


How to take control!
-You can greyscale your phone, or setup tools that will do it at a certain time everyday.

-Turn off notifications, you can do this in the phone, but also within apps.

-Screen time monitoring, use the digital wellbeing tools on your phone and set yourself a daily 
screen time limit.

-Use the tools within apps to set a screen time limit, or monitor how much time you are spending 
on them. 

-Develop good habits, challenge yourself to put your phone down an hour before bed each night, 
and don’t let yourself look at it again until the morning.

-Break bad habits, checking your phone becomes a habit - something you can’t help yourself 
doing. You can break yourself of this habit by being aware of it and making yourself stop.

-Give yourself a digital detox. Turn off all your digital devices every so often and give yourself a 
few days of freedom without them!



How to take control!

● Give yourself a moment of relaxation 

● Find something else to do away from a screen - read, go outside etc.

https://www.bbc.com/ownit/take-control/moment-of-relaxation?collection=coping-with-change
https://www.bbc.com/ownit/take-control/moment-of-relaxation?collection=coping-with-change
https://www.bbc.com/ownit/take-control/katie-digital-detox
https://www.bbc.com/ownit/take-control/katie-digital-detox

